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1 Introduction

Thank you for purchasing a RUT955 LTE router!
RUT955  is  part  of  the  RUT9xx  series  of  compact  mobile  routers  with  high  speed  wireless  and  Ethernet

connections.
This router is ideal for people who‘d like to share their internet on the go, as it is not restricted by a cumbersome

cable connection. Unrestricted, but not forgotten: the router still supports internet distribution via a broadband cable,
simply plug it in to the wan port, set the router to a correct mode and you are ready to browse.

2 Specifications

2.1 Ethernet

 IEEE 802.3, IEEE 802.3u standards
 3 x LAN 10/100Mbps Ethernet ports
 1 x WAN 10/100Mbps Ethernet port
 Supports Auto MDI/MDIX

2.2 Wi-Fi

 IEEE 802.11b/g/n WiFi standards
 2x2 MIMO
 AP and STA modes
 64/128-bit WEP, WPA, WPA2, WPA&WPA2 encryption methods
 2.401 – 2.495GHz Wi-Fi frequency range
 20dBm max WiFi TX power
 SSID stealth mode and access control based on MAC address

2.3 Hardware

 High performance 560 MHz CPU with 128 Mbytes of DDR2 memory
 2 pin industrial DC power socket
 Attachable DIN rail adapter
 4 pin industrial socket for 2/4 wire RS485
 DB9 socket for full-featured RS232
 USB A socket for external devices4 pin industrial socket for 2/4 wire RS485
 Reset/restore to default button
 2 x SMA for LTE , 2 x RP-SMA for WiFi antenna connectors
 4 x Ethernet LEDs, 1 x Power LED
 1 x bi-color connection status LED, 5 x connection strength LEDs
 10 pin industrial socket for inputs/outputs:

- 0 - 3 V digital input
- 0 - 30 V digital galvanically isolated input
- 0 - 24 V analog input 30 V, 250 mA  digital open collector output
- 40 V, 4 A SPST relay output
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2.4 Electrical, Mechanical & Environmental

 Dimensions (H x W x D) 80mm x 106mm x 46mm
 Weight 250g
 Power supply 100 – 240 VAC -> 9 VDC wall adapter
 Input voltage range 9 – 30VDC 
 Power consumption < 7W
 Operating temperature -40° to 75° C
 Storage temperature -45° to 80° C
 Operating humidity 10% to 90% Non-condensing
 Storage humidity 5% to 95% Non-condensing

2.5 Applications
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3.2 Logging in

After you’re complete with the setting up as described in the section above, you are ready to start logging into
your router and start configuring it. This example shows how to connect on Windows 7. On windows Vista: click Start ->
Control Panel -> Network and Sharing Centre -> Manage network Connections -> (Go to step 4). On Windows XP: Click
Start -> Settings -> Network Connections -> (see step 4). You wont’s see “Internet protocol version 4(TCP/IPv4)”, instead
you’ll have to select “TCP/IP Settings” and click options -> (Go to step 6)

We first must set up our network card so that it could properly communicate with the router.

1. Press the start button 2. Type in “network  connections”,  wait  for  the results  to
pop up.

3. Click “View network connections” 4. Then right click on your wireless device that you use to
connect to other access points (It is the one with the name
“Wireless Network Connection” and has signal bars on its
icon).

14



5. Select Internet Protocol Version 4 (TCP/IPv4) and then click
Properties

6. By  default  the  router  is  going  to  have  DHCP enabled,
which  means  that  if  you  select  “Obtain  an  IP  address
automatically”  and  “Obtain  DNS  server  address
automatically”,  the router should lease you an IP and you
should be ready to login.

7. If you choose to configure manually here’s what you do: 

First select an IP address. Due to the stock settings that your router has arrived in you can only enter an IP in the
form of 192.168.1.XXX , where XXX is a number in the range of 2-254 (192.168.1.2 , 192.168.1.254 , 192.168.1.155 and
so on… are valid; 192.168.1.0 , 192.168.1.1 , 192.168.1.255 , 192.168.1.699 and so on… are not). Next we enter the
subnet mask: this has to be “255.255.255.0”. Then we enter the default gateway: this has to be “192.168.1.1”. Finally we
enter primary and secondary DNS server IPs. One will suffice, though it is good to have a secondary one as well as it will
act as a backup if the first should fail. The DNS can be your routers IP (192.168.1.1), but it can also be some external DNS
server (like the one Google provides: 8.8.8.8).
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5 Powering Options

The  RUT9xx  router  can  be  powered  from power  socket  or  over  Ethernet  port.  Depending  on  your  network
architecture you can use LAN 1 port to power the device.

RUT9xx can be powered from power socket and over Ethernet simultaneously. Power socket has higher priority
meaning that the device will draw power from power socket as long as it is available.

When RUT9xx is switching from one power source to the other it loses power for a fraction of the second and may
reboot. The device will function correctly after the reboot.

Though the device  can be powered over  Ethernet  port  it  is  not  compliant  with  IEEE 802.3af-2003 standard.
Powering RUT9xx from IEEE 802.3af-2003 power supply will damage the device as it is not rated for input voltages of
PoE standard.

5.1 Powering the device from higher voltage

If you decide not to use our standard 9 VDC wall adapters and want to power the device from higher voltage (15 –
30 VDC) please make sure that you choose power supply of high quality. Some power supplies can produce voltage
peaks significantly higher than the declared output voltage, especially during connecting and disconnecting them.

While the device is designed to accept input voltage of up to 30 VDC peaks from high voltage power supplies can
harm the device.  If  you want  to  use  high voltage power supplies it  is  recommended to also use  additional  safety
equipment to suppress voltage peaks from power supply. 
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JSON-RPC can execute the same commands, like user through SSH. To sum up, this approach opens wide possibilities in
communication between router  and Android.  However,  there  is  no separate  topic  about  JSON-RPC in  this  manual,
because this type of communication is generally not for end-user use. 

Each approach has its advantages and disadvantages. In some situations, maybe MQTT publisher works better
than MODBUSD, while in others, MODBUSD will be the better choice. The most versatile manner of system monitoring
and administration is through SSH. The SSH provides complete control of the router. The user can execute commands,
write shell scripts and do many other things. In such case, the user only needs application to connect router through
SSH. The most popular application used in Windows type operating systems is called Putty. If you try to connect to router
from Unix like operating system, you only need to execute ssh command with some arguments, like hostname and
username (in this case – root). 

Sometimes  the use of  SSH is  not  necessary,  so  other  more conservative services/applications  are  used.  The
complete list of applications and services, which can be used for router administration and monitoring are given below.
It can be seen, that all applications, except MQTT publisher and SNMP supports setting/getting of some system related
parameter. 
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Example 2-wire network electrical connection:  to enable 2-wire RS-485 configuration in Teltonika router, you need
to connect D_P to R_P and D_N to R_N at the device RS-485 socket. Termination resistors are placed at each cable end.
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9.5.2.5 Termination

When to use (place jumper)

Termination resistor, equal in resistance to cable characteristic impedance, must be connected at each end of the
cable to reduce reflection and ringing of the signals when the cable lengths get relatively long. Rise time of the RUT9XX
RS-485 driver is about 5ns, so maximum unterminated cable length is about 12cm. As transmission line cables will be
always longer than 12 cm, termination is mandatory all the time if RUT9xx is located at the end of the cable.

When not to use (remove jumper)

If your RS-485 consists of more than two devices and RUT9xx router is located not on the end of the line, for
example  at  the middle,  RUT9xx termination resistor  needs to  be disabled.In  this  case,  please termination at  other
devices which are situated at the ends of the line.

How to enable termination

120 Ω termination resistor is included on RUT9xx PCB and can be enabled by shorting contacts(shown in the
picture below), placing 2.54mm pitch jumper:
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9.6.3 GRE Tunnel

GRE (Generic Routing Encapsulation RFC2784) is a solution for tunneling RFC1812 private address-space traffic
over an intermediate TCP/IP network such as the Internet. GRE tunneling does not use encryption it simply encapsulates
data and sends it over the WAN.

In the example network diagram two distant networks LAN1 and LAN2 are connected. 

To create GRE tunnel the user must know the following parameters:

1. Source and destination IP addresses.

2. Tunnel local IP address

3. Distant network IP address and Subnet mask.
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Maximum voltage on input pin1 with respect to pin6: 3V 
Minimum voltage on input pin1 with respect to pin6:  0V 
The input is protected from short positive or negative ESD transients
This input is designed for connecting sensors with passive output (not outputting voltage) such as:

Passive  infrared  (PIR)  sensors  for  motion detection (sensors   with  open
collector or relay output are suitable type to use )

Mechanical Switches, pushbuttons

Reed switches, which opens or closes its contacts when magnetic field is
near

Any sensor with open collector or open drain output (use without pull-up resistor)
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In order to use TLS/SSL for connecting clients (subscribers and publishers) to the broker, the one should check
Use TLS/SSL.  After that, additional settings will be displayed to the user as shown below. Here the user can upload
certificates,  key  files  and  choose  TLS  version,  which  will  be  used  for  data  encryption between broker  and  clients
(subscribers and publishers)

The MQTT broker also supports option called  Bridge. It means, that two brokers can be connected to each other
and share messages. The window of bridge parameters are presented below. There are some mandatory parameters,
like Connection Name,  Remote Address and Remote Port. Although connection name is mandatory, it should be set to
value what you like and according to mosquitto’s user manual this option denotes the client ID which will be used when
connecting to remote broker. There are some other parameters. If you would like to known that they mean and how to
use them you should check for mosquito.conf manual page.
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,

The last section of parameters is called Miscellaneous. It contains parameters, which does not depend on neither
Security, nor Bridge categories. ACL File denotes access control list file name. The contents of this file are used to control
client access to topics of the broker. The Password File denotes the file, there users and corresponding passwords are
stored. This file is used for user authentication. This option is related to another option called  Allow Anonymous.  If
Allow Anonymous is unchecked, only users, which exist in password file will be able to connect to the broker. More about
password file can be read on mosquitto configuration manual. The last option is called  Persistence, it allows to save
connection, subscription and message data to the disk, otherwise, the data is stored in memory only.
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11.1 Reset button

Reset button is located on the back panel of the device. Reset button has several functions:

Reboot the device. After the device has started and if the reset button is pressed for up to 4 seconds the device 
will reboot. Start of the reboot will be indicated by flashing of all 5 signal strength LEDs together with green connection 
status LED.

Reset to defaults. After the device has started if the reset button is pressed for at least 5 seconds the device will 
reset all user changes to factory defaults and reboot. To help user to determine how long the reset button should be 
pressed, signal strength LEDs indicates the elapsed time. All 5 lit LEDs means that 5 seconds have passed and reset 
button can be released. Start of the reset to defaults will be indicated by flashing of all 5 signal strength LEDs together 
with red connection status LED. SIM PIN on the main SIM card is the only user parameter that is kept after reset to 
defaults.

11.2 Bootloader’s WebUI

Bootloader also provides a way to recover the router functionality when the firmware is damaged. To make it
easier to use bootloader has its own webserver that can be accessed with any web browser.

Procedure for starting bootloader’s webserver:

Automatically. It happens when bootloader does not detect master firmware. Flashing all 4 Ethernet LEDs indicate
that bootloader’s webserver has started.

Manually. Bootloader’s webserver can be requested by holding reset button for 3 seconds while powering the
device on. Flashing all 4 Ethernet LEDs indicates that bootloader’s webserver has started.

Bootloader’s WebUI can be accessed by typing this address in the web browser:

Note:  it  may be necessary to clear web browser’s  cache and to use incognito/anonymous window to access
bootloader’s WebUI.

12 Glossary:

WAN – Wide Area Network is a telecommunication network that covers a broad area (i.e., any network that links
across metropolitan, regional, or national boundaries). Here we use the term WAN to mean the external network that
the router uses to reach the internet.

LAN – A local area network (LAN) is a computer network that interconnects computers in a limited area such as a
home, school, computer laboratory, or office building.

DHCP – The Dynamic Host Configuration Protocol (DHCP) is a network configuration protocol for hosts on Internet
Protocol (IP) networks. Computers that are connected to IP networks must be configured before they can communicate
with other hosts. The most essential information needed is an IP address, and a default route and routing prefix. DHCP
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eliminates the manual task by a network administrator. It also provides a central database of devices that are connected
to the network and eliminates duplicate resource assignments.

ETHERNET CABLE – Refers to the CAT5 UTP cable with an RJ-45 connector.

AP – Access point. An access point is any device that provides wireless connectivity for wireless clients. In this
case, when you enable Wi-Fi on your router, your router becomes an access point.

DNS – Domain Name Resolver.A server that translates names such as   to their respective IPs. In order for your
computer or router to communicate with some external server it needs to know it’s IP, its name “” just won’t do. There
are special servers set in place that perform this specific task of resolving names into IPs, called Domain Name servers. If
you have no DNS specified you can still browse the web, provided that you know the IP of the website you are trying to
reach.

ARP – Short for Adress Resolution Protocol,a  used to convert an  into a physical address (called a ), such as an 
address.

PPPoE – Point-to-Point  Protocol over Ethernet. PPPoE is a specification for connecting the users on an Ethernet to
the internet through a common broadband medium, such as DSL line, wireless device or cable modem.

DSL – digital subscriber line - it is a family of technologies that provide internet access by transmitting digital data
using a local telephone network which uses the public switched telephone network.

NAT –  network address translation – an internet standard that enables a local-area network (LAN) to use one set
of IP addresses for internet traffic and a second set of addresses for external traffic.

LCP – Link Control Protocol – a protocol that is part of the PPP (Point-to-Point Protocol).  The LCP checks the
identity of the linked device and either accepts or rejects the peer device, determines the acceptable packet size for
transmission, searches for errors in configuration and can terminate the link if the parameters are not satisfied.

BOOTP – Bootstrap Protocol – an internet protocol that enables a diskless workstation to discover its own IP
address, the IP address of a BOOTP server on the network, and a file to be loaded into memory to boot the machine.
This enables the workstation to boot without requiring a hard or floppy disk drive.

TCP – Transmission Control Protocol – one of the main protocols in TCP/IP networks. Whereas the IP protocol
deals only with packets, TCP enables two hosts to establish a connection and exchange streams of data. TCP guarantees
delivery of data and also guarantees that packets will be delivered in the same order in which they were sent.

TKIP – Temporal Key Integrity Protocol – scrambles the keys using hashing algorithmand, by adding an integrity-
checking feature, ensure that the keys haven’t been tampered with.

CCMP  –  Counter  Mode  Cipher  Block  Chaining  Message  Authentication  Code  Protocol  –  encryption  protocol
designed for  Wireless  LAN products  that  implement  the standards  of  the IEEE 802.11i  amendment  to  the original
IEEE802.11 standard. CCMP is an enchanged data cryptographic encapsulation designed for data confidentiality and
based upon the Counter Mode with CBC-MAC (CCM) of the AES (Advanced Encyprion Standard) standard.

MAC – Media Access Control – hardware address that uniquely identifies each node of a network. In IEEE 802
networks, the Data Link  Control (DCL) layer of the PSO Reference Model is divided into two sub-layers: the Logical Link
Control (LLC) layer and the Media Access Control layer. The MAC layer interfaces directly with the network medium.
Consequently, each different type of network medium requires a different MAC layer.
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DMZ – Demilitarized Zone – a computer or small subnetwork that sits between a trusted internal network, such as
a corporate private LAN, and an untrusted external network, such as the public internet. 

UDP – User Datagram Protocol – a connectionless protocol that, like TCP, runs on  top of IP networks. Provides
very few error recovery services, offering instead a direct way to send and receive datagrams over IP network.

VPN – Virtual Private Network – a network that is constructed by using public wires — usually the Internet — to
connect to a private network, such as a company's internal network.

VRRP – Virtual Router Redundancy Protocol - an election protocol that dynamically assigns responsibility for one
or more virtual router(s) to the VRRP router(s) on a LAN, allowing several routers on a multiaccess link to utilize the same
virtual IP address.

GRE  Tunnel  –  Generic  Routing  Encapsulation  -  a  tunneling  protocol  developed  by  Cisco  Systems  that  can
encapsulate  a  wide  variety  of  network  layerprotocols  inside  virtual  point-to-point  links  over  an  Internet  Protocol
internetwork.

PPPD – Point to Point Protocol Daemon – it is used to manage network connections between two nodes on Unix-
likeoperating systems. It is configured using command-line arguments and configuration files.

SSH – Secure SHell - a program to log into another computer over a network, to execute commands in a remote
machine, and to move files from one machine to another. It provides strong authentication and secure communications
over insecure channels.

VRRPD – Virtual Router Redundancy Protocol – it  is designed to eliminate the single point of failure associated
with statically routed networks by automatically providing failover using multiple LAN paths through alternate routers.

SNMP –  Simple Network Management Protocol - a set of protocols for managing complex networks. SNMP works
by sending messages, called protocol data units (PDUs), to different parts of a network. 
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